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ABSTRACT: 

As a significant business paradigm, 

many online information platforms have 

emerged to satisfy society’s needs for person-

specific data, where a service provider 

collects raw data from data contributors, and 

then offers value-added data services to data 

consumers. However, in the data trading 

layer, the data consumers face a pressing 

problem, i.e., how to verify whether the 

service provider has truthfully collected and 

processed data? Furthermore, the data 

contributors are usually unwilling to reveal 

their sensitive personal data and real identities 

to the data consumers. In this paper, we 

propose TPDM, which efficiently integrates 

Truthfulness and Privacy preservation in Data 

Markets. TPDM is structured internally in an 

Encrypt-then-Sign fashion, using partially 

homomorphic encryption and identity-based 

signature. It simultaneously facilitates batch 

verification, data processing, and outcome 

verification, while maintaining identity 

preservation and data confidentiality. We also 

instantiate TPDM with a profile matching 

service and a data distribution service, and 

extensively evaluate their performances on 

Yahoo! Music ratings dataset and 2009 RECS 

dataset, respectively. Our analysis and 

evaluation results reveal that TPDM achieves 

several desirable properties, while incurring 

low computation and communication 

overheads when supporting large-scale data 

markets. 

ARCHITECTURE: 

 

EXISTING SYSTEM: 

To integrate truthfulness and privacy 

preservation in a practical data market, there 
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are four major challenges. The first and the 

thorniest design challenge is that verifying the 

truthfulness of data collection and preserving 

the privacy seem to be contradictory 

objectives. Ensuring the truthfulness of data 

collection allows the data consumers to verify 

the validities of data contributors’ identities 

and the content of raw data, whereas privacy 

preservation tends to prevent them from 

learning these confidential contents. 

Specifically, the property of non-repudiation 

in classical digital signature schemes implies 

that the signature is unforgeable, and any third 

party is able to verify the authenticity of a 

data submitter using her public key and the 

corresponding digital certificate, i.e., the 

truthfulness of data collection in our model. 

However, the verification in digital signature 

schemes requires the knowledge of raw data, 

and can easily leak a data contributor’s real 

identity. Regarding a message authentication 

code (MAC), the data contributors and the 

data consumers need to agree on a shared 

secret key, which is unpractical in data 

markets. Yet, another challenge comes from 

data processing, which makes verifying the 

truthfulness of data collection even harder. 

Nowadays, more and more data markets 

provide data services rather than directly 

offering raw data. The following three reasons 

account for such a trend: 1) For the data 

contributors, they have several privacy 

concerns.Nevertheless, the service-based 

trading mode, which has hidden the sensitive 

raw data, alleviates their concerns; 2) for the 

service provider, semantically rich and 

insightful data services can bring in more 

profits; 3) for the data consumers, data 

copyright infringement and datasets resale are 

serious. However, such a data trading mode 

differs from most of conventional data sharing 

scenarios, e.g., data publishing. Besides, the 

result of data processing may no longer be 

semantically consistent with the raw data, 

which makes the data consumer hard to 

believe the truthfulness of data collection. In 

addition, the digital signatures on raw data 

become invalid for the data processing result, 

which discourages the data consumer from 

doing verification as mentioned above. 

Moreover, although data provenance helps to 

determine the derivation history of a data 

processing result, it cannot guarantee the 

truthfulness of data collection. 

PROPOSED SYSTEM: 

In this Project, by jointly considering 

above four challenges, we propose TPDM, 
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which achieves both Truthfulness and Privacy 

preservation in Data Markets. TPDM first 

exploits partially homomorphic encryption to 

construct a ciphertext space, which enables 

the service provider to launch data services 

and the data consumers to verify the 

correctness and completeness of data 

processing results, while maintaining data 

confidentiality. In contrast to classical digital 

signature schemes, which are operated over 

plaintexts, our new identity-based signature 

scheme is conducted in the ciphertext space. 

Furthermore, each data contributor’s signature 

is derived from her real identity, and is 

unforgeable against the service provider or 

other external attackers. This appealing 

property can convince data consumers that the 

service provider has truthfullycollected data. 

To reduce the latency caused by verifying a 

bulk of signatures, we propose a two-layer 

batch verification scheme, which is built on 

the bilinearity of admissible pairing. At last, 

TPDM realizes identity preservation and 

revocability by carefully adopting ElGamal 

encryption and introducing a semi-honest 

registration center. We summarize our key 

contributions as follows.  To the best of our 

knowledge, TPDM is the first secure 

mechanism for data markets achieving both 

data truthfulness and privacy preservation.  

TPDM is structured internally in a way of 

Encryptthen- Sign using partially 

homomorphic encryption and identity-based 

signature. It enforces the service provider to 

truthfully collect and to process real data. 

Besides, TPDM incorporates a two-layer 

batch verification scheme with an efficient 

outcome verification scheme, which can 

drastically reduce computation overhead.  

SYSTEM REQUIREMENTS 

  H/W System Configuration:- 

➢    Processor                      -   Pentium 

–IV 

➢   RAM                              - 4  GB 

(min) 

➢   Hard Disk                      -   20 GB 

➢   Key Board                     -    Standard 

Windows Keyboard 

➢   Mouse                            -    Two or 

Three Button Mouse 

➢   Monitor                          -   SVGA 

 

SOFTWARE REQUIREMENTS: 
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❖ Operating system  :   Windows 7 

Ultimate. 

❖ Coding Language  :   

Python. 

❖ Front-End   :   

Python. 

❖ Back-End   :   

Django-ORM 

❖ Designing   :   Html, 

css, javascript. 

❖ Data Base   :   

MySQL (WAMP Server). 

CONCLUSION: 

In this paper, we have proposed the 

first efficient secure scheme TPDM for data 

markets, which simultaneously guarantees 

data truthfulness and privacy preservation. In 

TPDM, the data contributors have to 

truthfully submit their own data, but cannot 

impersonate others. Besides, the service 

provider is enforced to truthfully collect and 

process data. Furthermore, both the personally 

identifiable information and the sensitive raw 

data of data contributors are well protected. In 

addition, we have instantiated TPDM with 

two different data services, and extensively 

evaluated their performances on two real-

world datasets. Evaluation results have 

demonstrated the scalability of TPDM in the 

context of large user base, especially from 

computation and communication overheads. 

At last, we have shown the feasibility of 

introducing the semi-honest registration 

center with detailed theoretical analysis and 

substantial evaluations. 
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